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How to manage Browser Settings for Single Sign On

Internet Explorer (8.0, 9.0, 10.0)

Enable Single Sign On (SSO)

1. InInternet Explorer (You might have to hit the Alt key to see the menu), please go to the
Tools -> Internet Options -> Security tab -> Local intranet -> Sites -> Advanced button and
enter in ‘https://federation.sysadm.suny.edu’ within the ‘Add this website to the zone’
field, choose ‘Add’, ‘close’, ‘ok’, ‘ok’. Go to the webpage you want to set as your home

page.

See end of this document for instructions graphics.

Mozilla Fire Fox
Enable Single Sign On (SSO)

To enable single sign-on in Firefox, you must authorize the SUNY SA Intranet site for

automatic NTLM. To do this:
1. Open Firefox.
2.

3.

4. Double click on network.automatic-ntlm-auth.trusted-uris to edit it.

5. Enter ‘https://blue.suny.edu’ and click iOK.

If you set this setting in your browser, you will not be able to use the “Change User” feature in SUNYBlue

See end of this document for instructions graphics.
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Google Chrome

Single Sign On (SSO) - Must set up SSO in Internet Explorer. Google Chrome uses the IE
settings.

Apple Safari
Mac’s may not be compatible for Single Sign On Process. Your VPN may not recognizable.

For System Administration — VPN Instructions please visit:
http://www.suny.edu/VPN/

Apple IPad
Single Sign On (SSO):

For System Administration — VPN Instructions please visit:
http://www.suny.edu/VPN/

For VPN access you can’t be on a wired connection on our LAN.
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Graphical Instructions to Enable Single Sign On (SSO)

Internet Explorer (8.0, 9.0, 10.0)

In Internet Explorer (You might have to hit the Alt key to see the menu), please go to the
Tools -> Internet Options ->
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Security tab -> Local intranet -> Sites ->

Wwaq | Content I Connections | Programs | Advanced

Select a zone to view or change security settings.

usted sites  Restricted
site

Local intranet
This zone is for all websites that are

= found on your intranet.

Security level for this zone

Custom

Custom settings.
-To change the settings, dick Custom level,
-To use the recommended settings, dids Default level,

[T1Enable Protected Mode (requires restarting Internet Explorer)

[ Custom level... H Default level ]

[ Reset all zones to default level

oK ] [ Cancel
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Advanced button

et
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' Ise the settings below to define which websites are induded in
the local intranet zone,

Automatically detect intranet netwaork
Indude &ll local (intranet) sites not listed in other zones
Indude all sites that bypass the proxy server

Indude all network paths (UMNCs)

What are infranet settinge

Custom

Custom settings.
-To change the settings, dick Custom level.
-To use the recommended settings, dick Default level,

[|Enable Protected Mode (requires restarting Internet Explorer)

[ Custom level... ” Default level ]

[ Reset all zones to default level

QK ] [ Cancel
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Enter in ‘https://federation.sysadm.suny.edu’ within the ‘Add this website to the zone’ field,
choose ‘Add’, ‘close’

Internet Options ?

Local intranet

i~ i

Local intranet
.

You can add and remove websites from this zone, All websites in
this zone will use the zone's security settings.

_m website to the zone:

|| *suny.edu

"""ll—__
Websites:

I\

* suny.edu Remove
https: ffblue.suny.edu T

[ Require server verification {https:) for &l sites in this zone

Close

=

%@

[ Reset all zones to default level

@ Some settings are managed by your system administrator,

[ K ] [ Cancel Apply
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Choose ‘OK’

Local intranet

Ise the settings below to define which websites are induded in
the local intranet zone,

Automatically detect intranet network
Indude all local (intranet) sites not listed in other zones
Indude all sites that bypass the proxy server

Indude all netwaork paths (UMCs)

\What are infranet settings? | Advanced

Custom

Custom settings.
- To change the settings, dick Custom level,
-To use the recommended settings, dick Default level,

[ |Enable Protected Mode (requires restarting Internet Explorer)

[ Custom level... ][ Default level ]

[ Reset all zones to default level

oK ] [ Cancel
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Choose ‘OK’.

II'It'EI'I'IEt Dpﬁﬂ i L L

General | Security |F‘ri'uacy | Content | Connections | Programs | Ad'uan::edl

Select a zone to view or change security settings.

@ & /v O

Internet Local intranet  Trusted sites  Restricted
sites

.
This zone is for all websites that are =S

= found on your intranet.

Security level for this zone

Custom

Custom settings.
-To change the settings, did Custom level.
- To use the recommended settings, dick Default level.

[|Enable Protected Mode (requires restarting Internet Explorer)

[ Custom level. .. H Default level ]

[ Reset all zones to default level
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Modzilla Fire Fox
Enable Single Sign On (SSO)

To enable single sign-on in Firefox, you must authorize the SUNY SA Intranet site for

automatic NTLM. To do this:

You may receive this warning; choose I'll be careful, | promise.

This might void your warranty!

Changing these advanced settings can be harmful to the stability, security, and performance of this
application. You should only continue if you are sure of what you are doing.

Show this warning next time

E]'H be careful, I promise! i
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In the Filter textbox, enter network.automatic-ntim-auth.trusted-uris and press
Double click on network.automatic-ntim-auth.trusted-uris to edit it.

o

| ! about:config

€ 0 aboutconfig

@rk.autnmatic-ntlm-auth.trusted-uE)

Preference MName
e

én_ghm;rlc.autumatic- ntlm-auth.trusted-uns .

i N
Enter string value ﬁ

9_. network.automatic-ntlm-auth.trusted-uris
=
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