Appendix A – Risk Assessment Process

The following information is designed to provide a comprehensive approach for conducting risk assessments at the campus level. 

[bookmark: _GoBack]Before conducting a risk assessment, it is important to have a comprehensive understanding of the control environment. The control environment sets the tone for compliance and has a major impact on the effectiveness of internal control. An analysis is performed to determine the extent to which the work setting supports a system of internal controls. This evaluation should be performed for the campus as a whole, as well as individually for each assessable unit. Determination should be based upon the size and nature of the campus. As outlined in the COSO framework, the following should be among the factors that are used to analyze the control environment: commitment to integrity and ethical values; organizational structure and oversight; delegation of authority and responsibility; commitment to competence; and accountability.

Risk assessments should be conducted by management for each of the assessable units identified across the campus. A risk assessment is a preliminary judgment concerning the existence and adequacy of safeguards and/or control activities currently in place to help ensure the successful achievement of the campus's mission, objectives and goals; operational effectiveness and efficiency; compliance with laws, regulations, policies, procedures and guidelines; safeguarding of assets; and accurate recording, preservation and reporting of financial and other key data. 

Risk can be categorized into three levels: high, medium and low. The basis of the categorization rests on how likely a risk event will occur, as well as the impact it will have on the unit should it occur. For areas categorized as high risk (such as the eight predetermined areas referenced in the Internal Control Guidelines), an in-depth evaluation of internal controls should be conducted as part of the recurring three-year review cycle of the internal control program. Managers who perform risk assessments should guard against any tendency to devise a low risk rating with the main purpose of avoiding a detailed internal control review. Also, managers should be aware that if a weakness is observed which is perceived as placing the unit in immediate jeopardy, corrective action should be implemented as soon as possible, and senior management should be notified.

There are various assessment tools and methodologies available to complete a risk assessment. Campuses should refer to COSO’s Internal Control-Integrated Framework when assessing a unit to determine whether the five components of internal control are effectively present and functioning (control environment, risk assessment, control activities, information and communication, and monitoring activities). The manager of each assessable unit is responsible for and should conduct the unit's risk assessment, which consist of the following steps:
1. Identify the objectives of each assessable unit

Objectives can be identified by asking the questions: What is our mission and how is it aligned with the organization’s mission? What are we trying to accomplish? Management first needs to identify all business objectives of its programs and units, including  operational goals, reporting, and compliance requirements.  Objectives should be identified as the initial part of the risk assessment process and specified with sufficient clarity to enable the identification and assessment of the risks to achieving them. Be sure to include the financial, operational and compliance aspects, as well as the impact of strategic initiatives, when identifying these objectives.  
2. Identify and analyze inherent risk

The next step in the risk assessment process is an identification and analysis of the inherent risks to achieving the assessable unit’s objectives that were identified above. This analysis should be performed without regard to controls that are in place to counteract those risks. Asking the following questions will assist in identifying the risks the assessable unit faces when trying to achieve its objectives:

· Where are we vulnerable and what could go wrong?
· What requirements and laws apply? 
· Are there any new/changed processes or technologies?
· What keeps me awake at night?

When answering these questions, be sure to consider the risks at each transaction level, as well as the potential for fraud. Also consider other inherent risks such as staff turnover, complexity of responsibilities, competence of personnel, written policies and procedures instruction, and new requirements. Assessing transaction risks (e.g. procurement, revenue and cash management, awarding of financial aid) helps focus on the achievement of campus-level objectives. These risks should be identified within campus operating units, functions and business processes. Fraud can be defined as a wrongful or criminal deception intended to result in financial or personal gain. When assessing the risk for fraud, it is important to consider incentives and pressures, opportunity, and attitudes and rationalization.

In addition to the business environment, risk also depends on the level of information technology utilized within a specific unit. When assessing risk it is important to consider how much a function or process relies on information technology, as well as the degree of automation. As technologies become more advanced, some risks may become nonexistent while new risks emerge. New technologies can change our approach to achieving our mission, hinder the accomplishment of objectives, or require new controls be developed to address the associated risks that emerge as a result of its implementation. 

For each of the risks identified, the significance of each risk should be analyzed in terms of likelihood and impact. Likelihood represents the probability that a risk event will occur, while impact is a measure of the magnitude of the effect on an organization should the risk event occur. 
 3. Conduct a preliminary evaluation of existing control activities

The next step in the risk assessment process involves making a preliminary judgment concerning the existence and adequacy of control activities used by the assessable unit to help ensure that risks to the achievement of objectives are mitigated. Control activities can either be preventive (deterring the occurrence of a risk event) or detective (identifying that a risk event has occurred), and can be a mixture of manual and automated controls. 

An in-depth review of the control activities is not appropriate during the risk assessment. Rather, the evaluator's judgment should be based on knowledge and experience, and should be made in reference to internal control standards. Once a determination has been made as to the adequacy of controls, any residual risks should be addressed as appropriate. Residual risk represents those risks that still are present after the control activities have been established, and should be controlled to the point where they fall within an acceptable risk tolerance level. 
 4. Establish an overall risk ranking

The overall risk ranking is derived from consideration of the conclusions reached in the analysis of the control environment, the likelihood and impact of risks to achieving objectives, and the evaluation of the safeguards/control activities. Risks should be categorized as high, medium or low. Units with several risks that have a high likelihood and/or impact should be considered as higher risk. The Internal Control Officer/Coordinator should work in conjunction with the department manager or unit head to determine the overall risk ranking for the unit. 
5. Recommend subsequent action

The recommendation for subsequent action is derived from consideration of the conclusions reached in the steps above, using previous knowledge and experience, professional judgment, and the overall risk ranking of the unit or activity. Such actions may include establishing or modifying controls to effectively address the risks identified, reduce controls for areas that appear to be over-controlled, or conducting an in-depth internal control review to test the adequacy and effectiveness of the controls in place. The department manager, unit head (or supervisor) and the Internal Control Officer/Coordinator should agree on the subsequent actions necessary to promote an effective system of internal control. 
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