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Yes
No
A. Disaster Recovery Plan (DRP)
1.
Does the campus have a formal DRP?
(
(
2.
Are members of the emergency response team identified in the DRP?
(
(

a. Does it include phone numbers (cell numbers as well)? 
(
(

Test for 1 & 2:  Obtain a copy of the DRP.
3.
Are all members of the emergency response team familiar with the 
(
(

DRP and also have copies of it?


Test:  Interview a sample of members.

4.
Has a predetermined hierarchy been establish that allows for quick 
(
(

decisions in the event individuals cannot be reached in a timely manner? 


Test:  Obtain a copy of the DRP.
5.
Are copies of the DRP kept both on and off-site, including at
(
(

System Administration?


a. Is the DRP confidential and limited only to members of the team? 
(
(

Test:  Obtain a copy of the DRP at System Administration or interview.
6.
Are sufficient members of the emergency response team located  
(
(

in different buildings throughout the campus to enact the DRP


in the event of the loss its leadership?


Test:  Obtain list of response team members and a campus directory/map.

7.
Does the DRP identify what are the campus’ critical functions   
(
(

and have they been prioritized for response and restoration?


Test:  Obtain a copy of the DRP.

B. Emergency Response Center (ERC)

1.
Does the campus have a secured location designed as an ERC?
(
(

a. Have provisions been made to maintain access to the ERC?  
(
(

Test:  Observe location of facility.











Yes
No
2.
Are copies of the DRP stored at the ERC?
(
(

Test:  Observe and note the existence of a copy at facility.
3.
Are emergency equipment and provisions stored at ERG? 
(
(

Test:  Observe contents of the facility.
4.
Do all members of the emergency response team know the location 
(
(

of the ERG?


Test:  Interview a sample of team members.
C. Training and Testing

1.
Have all members of the emergency response team received  
(
(

adequate training on necessary procedures and equipment?  



Test:  Interview a sample of team members.
2.
Has the DRP been tested and the results documented?
(
(

a. Does the DRP contain details regarding the frequency of testing?
(
(

Test:  Interview team members and review documentation.
3.
Has corrective action been implemented and tested on deficiencies  
(
(

noted in the initial testing?


Test:  Interview team members and review documentation.
Note:
For all tests performed, document the results of your test work by memorandum or other supporting documentation.
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